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Purpose
This policy defines the security requirements for controlling access to <COMPANY X>, Inc.  (“<COMPANY X>”) networking and computing services from sources outside <COMPANY X> physical locations.
Scope
This policy applies to all access to networking and computing resources via IP networks to <COMPANY X> technology resources, both on premise and off premise. This policy is to be used in conjunction with all other <COMPANY X> Information Security Policies and Standards.
Policy
Remote Access
Unrestricted remote access to the <COMPANY X> network shall be authenticated using two-factor user authentication and device authentication for managed or registered assets (e.g., desktop, laptop, smartphone, tablet). Unrestricted remote access is prohibited from an unmanaged or unregistered device.
Remote access from either the Internet or any other network to the <COMPANY X> resources shall be limited to <COMPANY X> authorized entry points.
Authorization for an entry point requires a security assessment of the architecture, design, practices, and operations of the remote access service, as well as periodic re-assessment.
All in-bound access through a public network to every Company X network resources, must employ two-factor user authentication with at least one of the factors not subject to replay.
The computer and communications system privileges of all users, systems, and programs must be restricted based on the need to know.
Remote administration of Internet-connected computers must employ one-time passwords and must be performed only over encrypted links.
Modems or modem type devices, including components of mobile devices, desktops, laptops, and servers, are not authorized entry points.
Remote access sessions shall be logged, and such logs shall be reviewed.
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Diagnostic / Vendor Access
Direct diagnostic access shall not allow the following:
a. administrator access without explicit enablement and supervision by authorized personnel,
b. access to any other location or service on the <COMPANY X> network, or
c. access to <COMPANY X> applications or classified information.
Direct diagnostic connections, and supporting procedures, shall be documented and approved by the <COMPANY X> Chief Information Security Officer (“CISO”), or appointed delegate(s).
The owner responsible for the direct diagnostic connection shall attest no less frequently than annually to the CISO, or appointed delegate(s), that the connection remains in compliance with the relevant <COMPANY X> Information Security Policies and Standards.
Direct diagnostic access sessions shall timeout after no more than fifteen (15) minutes of inactivity, after which time the user must re-authenticate.
Modem or modem-type devices shall not be used by <COMPANY X> to deliver remote support.

Audio / Video Teleconference Device Access
Any audio or audiovisual teleconferencing equipment shall be configured to not answer any incoming connections without human action to establish a connection.
All audiovisual teleconferencing shall be configured to disconnect any active session after a maximum session length of not more than four (4) hours.
Compliance Mappings
	FRAMEWORK
	REFERENCE

	ISO 27002:2013
	Supportive of the following Control(s):
A.9.1.2 – Access to Networks and Network Services
A.12.4.1 – Event Logging
A.12.7.1 – Information Systems Audit Controls 
A.13.1.1 – Network Controls
A.13.1.3 – Segregation in Networks
A.13.2.3 – Electronic Messaging

	NIST Core Framework
	Supportive of the following Control(s):
DE.AE.1 – Establish baselines for network users and systems.
PR.AC.3 – Control remote access to organization’s assets.
PR.AC.5 – Control access to networks by separating them.
PR.MA.2 – Control remote repair and maintenance activities.

	HIPAA
	Supportive of the following Requirement(s):
164.312.d – Person or entity authentication
164.312.e.2.i – Transmission security integrity controls
164.312.e.2.ii – Transmission security encryption

	HITRUST
	Supportive of the following Control(s):
01.04 – Network Access Control
01.i – Policy on the Use of Network Services
01.j – User Authentication for External Connections
01.k – Equipment Identification
01.l – Remote Diagnostic and Configuration Port Protection
01.m – Segregation in Networks
01.n – Network Connection Control
01.o – Network Routing Control

	PCI DSS 3.2
	Supportive of the following Requirement(s):
8.3 – Implement 2FA for all remote, outside the network access.
10.8 – Ensure timely detection and reporting of security failures.
11.4 – Use intrusion-detection and/or intrusion-prevention techniques.

	GDPR
	Supportive of the following Article(s):
24 – Responsibility of the Controller
25 – Data Protection by Design and by Default
32 – Security of Processing

	CCPA
	Supportive of the requirement:
“To implement “reasonable” security controls to protect information assets.”

	FACT Act
	Supportive of the following Provision(s):
N/A
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